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v High Quality Security Training

Vv Engaging Learning and Learning Reinforcement
Resources
v Easy to Use Administration and Management

Vv Active Monitoring and Reporting

v FortiPhish Integration with Remediation Training




Nextro’s Security Awareness and Training service delivers ""
high quality, engaging, and interactive security awareness

training designed to create a cyber-aware workforce while at

the same time, being sensitive to the time and productivity

demands organisations have on employees

Learning reinforcement resources
Engaging and interactive courses

Free Wi-Fi Comes Don’t be Too |l
with a Price! Quick to Click!
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Security awareness & training service l".

Highlights Comprehensive SaaS-based Solution

m Aligns to the National Institute of Standards
and Technology framework (NIST 800-50

and NIST 800-16) Train employees with a guided security training program.
Created by the Fortinet Training Institute, the Fortinet
m Includes quarterly training alerts mapped Security Awareness and Training service helps IT, Security,

from Fortinet Threat Signals reports and Compliance leaders build a cyber-aware culture

m Delivers engaging, interactive training where employees recognize and avoid falling victim to
through video, text, audio, imagery, and cyberattacks.
animations

The Fortinet Security Awareness and Training service is developed

. . by Fortinet’s award-winning Fortinet Training Institute.
m Interactive quizzes and knowledge checks

With content incorporating threat intelligence insights from

Admins can monitor and run reports on FortiGuard Labs, the service arms your employees with the latest

training campaigns, user completion and knowledge, guidance, and tips to make smarter choices when

performance cross-organizational usage confronted by cyber attacks and other risks to your organization.
I I

and other results
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Key benefits of our security awareness "'.
& training service

=

Train employees to recognize and report on potential security
threats whether in an email, online, or in a physical setting.

Satisfy requirements for security and awareness training across
major frameworks including PCI DSS, GDPR, CCPA, and other
frameworks.

Prevent the impact of breaches caused by employee errors and
poor judgement.

Ensure employees are aware of data privacy and security, and are
motivated to protect personally identifiable information and other
sensitive data.

Reduce the costs and strain on security and IT in managing
infections and removing malware.
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FortiPhish Integration

Integrates with FortiPhish for a complete phishing simulation and
training solution.



Key features of Nextro’'s Security Awareness ""
& Training service

High Quality Security Awareness and Training Aligned With NIST 800-50 / NIST 800-16 “

Training Modules 23 Base Modules
Micro Training Modules 10 Re-engagement Modules
Nano Learning Videos 18 Reinforcement Modules
Reinforcement Resources: Posters, Banners, Tip Sheets, and more v

Role-based Training for End-users, Managers, and Executives v

Planning and Deployment Training for Admins

Quarterly Top Threat Signals Report for Admins (Powered by FortiGuard Labs)
Create, Update, and Deactivate Users Manually or with an Import File
Two-Factor Authentication

LDAP Integration

Single Sign On (SSO)

Co-branding

Role-based Hierarchical Registration

Up-to-date Dashboard of User Activity

Out-of-the-box Reports for Admins and Executives

Flexible Report Builder for Custom Reporting

Schedule and Export Reports

Add On Features | Products

Integration with FortiPhish

ﬂ|§§ﬂ§|§((§ﬂﬂ\§
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Nextro’s Phishing
Training Service
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Phishing Simulation to Teach Your Employees to Identify, Avoid,
and Report Phishing and Other Email-based Threats

Perform Phishing Testing

Test awareness and vigilance
across your users through real-

world simulated phishing attacks.

Assess and Grade Results

Analyze results and visualize
program trending while identifying
at-risk users and areas for
improvement.

Teach and Change Behavior

Use training at the point-of-click and
awareness training to teach users
on the risk posed by threats.




Introducing Nextro’s FortiPhish service

m Nextro's Fortinet FortiPhish serviceisa
phishing simulation service to test your
employees against real world phishing
techniques identified by FortiGuard Labs,
Fortinet's elite cybersecurity threat
intelligence and research organisation.

m With phish testing as part of your broader
security awareness program, your
employees can learn to recognise, avoid,
and report email-based cyber-threats
including phishing, impersonation, Business
Email Compromise, and ransomware.
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FortiPhish is a cloud-delivered phishing
simulation service using deep knowledge of
phishing techniques based on research by
Fortinet FortiGuard Labs.

This deep knowledge makes the phishing
campaigns used to test users highly credible.

FortiPhish also provides rich analytics to help
administrators assess the susceptibility of
users to phishing and related social
engineering attacks.

Administrators can then identify users who
may need extra training to get up to speed with
your organisation’s anti-phishing efforts.



Phishing training with FortiPhish

(phishing simulation and training)

Problem

m Phishing threats including email- based ransomware may result in data loss,
disruptions to business operations and financial losses.

Solution

m When combined with security awareness training, testing your employees or
users with real-world simulated phishing attacks teaches them how to identify
and be on guard against social-based attacks.

Benefits
m Tests the ability of users to identify potential email-borne threats
m Assesses employee fallibility, vigilance, and improvement across campaigns

m Teaches employees to know how to spot, avoid, and report potential threats
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Email remains a primary threat vector for
malicious actors looking to gain access to
your environment to steal sensitive data,
gain access to financial resources, or lay
siege to files to demand a ransom.



FortiPhish - key features

Pre-defined and Custom Templates

Comes out of the box with editable phishing templates or create your own

Enterprise Grade User Definition

Integrates smoothly with your existing user directory

Security Awareness Training

Leverage integration with the Fortinet Security Awareness and Training service to assign training for
problematic behavior

Multi-Language Support Forticioud

Target your entire workforce with translated templates ready for use

Comprehensive Dashboards with Data Visualization/Interactive GUI

Get full visibility into campaign and user performance and associated risk

Phish Testing Based on Difficulty

Challenge employees by making phish testing harder as your employees get smarter
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Service features and licensing ""

Nextro’s FortiPhish service includes everything you need to test your employees against the
latest email threats.

LICENSING PER-MAILBOX/ USER SUBSCRIPTION

Phish Templates

Basic templates

©

Point-of-Click splash pages
Phish Alert Button (PAB)
Integration with Fortinet Security Awareness and Training Service*
Risk and Reporting
Posteampaignreports e
Campaign Risk Grades @
Language Support
Mulittanguage -Admin D
Multi-language - Templates @
User Definition
©)

User definition - Manual/CSV

B B _ * Requires separate Fortinet Security Awareness and Training service license. Top-level reporting information on campaign performance is integrated into the Fortinet SA&T service to allow
Confidential ©® 2010-2024 Nextro LP I WWw.nextro.nz administrators to automatically assign reinforcement/ remedial training to users based on FortiPhish click activity. n
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